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1.The primary purpose of Cisco Secure Analytics and Logging is to:

A. Enhance visibility into security and network events for better incident analysis
B. Simplify attacks on network infrastructure

C. Decrease the storage of logs and analytics data

D. Focus solely on external threat actors while ignoring insider threats

Answer: A

2.0IDC stands for OpenlID Connect.

What is it used for in the context of identity management?
A. To connect to open networks

B. To encrypt device data

C. To authenticate users by leveraging an identity provider
D. To track user activity on websites

Answer: C

3.Workload, application, and data security are critical for protecting:
A. Physical devices only

B. The perimeter network

C. Resources in cloud and on-premises environments

D. User identities

Answer: C

4.Implementing a Web Application Firewall (WAF) for direct-internet-access applications ensures:
A. That all user data is publicly accessible

B. An increase in latency and reduction in user satisfaction

C. A decrease in operational costs by eliminating other security tools

D. Protection against web-based threats while maintaining application performance

Answer: D

5.The role of a reverse proxy in cloud security includes:

A. Increasing the visibility of backend servers to external threats
B. Load balancing, SSL encryption, and protection from attacks
C. Simplifying the architecture by removing the need for WAF
D. Directly exposing application APlIs to the public internet
Answer: B
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