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1.Grace, an online shopping freak, has purchased a smart TV using her debit card. During online 
payment, Grace's browser redirected her from ecommerce website to a third-party payment gateway, 
where she provided her debit card details and OTP received on her registered mobile phone. After 
completing the transaction, Grace navigated to her online bank account and verified the current balance 
in her savings account. 
Identify the state of data when it is being processed between the ecommerce website and the payment 
gateway in the above scenario. 
A. Data at rest 
B. Data in inactive 
C. Data in transit 
D. Data in use 
Answer: C 
 
2.Arabella, a forensic officer, documented all the evidence related to the case in a standard forensic 
investigation report template. She filled different sections of the report covering all the details of the crime 
along with the daily progress of the investigation process. 
In which of the following sections of the forensic investigation report did Arabella record the "nature of the 
claim and information provided to the officers"? 
A. Investigation process 
B. Investigation objectives 
C. Evidence information 
D. Evaluation and analysis process 
Answer: C 
 
3.Thomas, an employee of an organization, is restricted to access specific websites from his office 
system. He is trying to obtain admin credentials to remove the restrictions. While waiting for an 
opportunity, he sniffed communication between the administrator and an application server to retrieve the 
admin credentials. Identify the type of attack performed by Thomas in the above scenario. 
A. Vishing 
B. Eavesdropping 
C. Phishing 
D. Dumpster diving 
Answer: B 
 
4.Myles, a security professional at an organization, provided laptops for all the employees to carry out 
the business processes from remote locations. While installing necessary applications required for the 
business, Myles has also installed antivirus software on each laptop following the company's policy to 
detect and protect the machines from external malicious events over the Internet. 
Identify the PCI-DSS requirement followed by Myles in the above scenario. 
A. PCI-DSS requirement no 1.3.2 
B. PCI-DSS requirement no 1.3.5 
C. PCI-DSS requirement no 5.1 
D. PCI-DSS requirement no 1.3.1 
Answer: C 
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5.Nancy, a security specialist, was instructed to identify issues related to unexpected shutdown and 
restarts on a Linux machine. To identify the incident cause, Nancy navigated to a directory on the Linux 
system and accessed a log file to troubleshoot problems related to improper shutdowns and unplanned 
restarts. 
Identify the Linux log file accessed by Nancy in the above scenario. 
A. /var/log/secure 
B. /var/log/kern.log 
C. /var/log/boot.log 
D. /var/log/lighttpd/ 
Answer: C 
 
 


